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Consent Without Substance: Formalized Consent
Rules and Its Functions

ZHANG Ding

Abstract: Consent rules, as rules for personal information processing, are formalized in
practice. Formalized consent rules have normative implications. Existing theories making the goals
of consent rules as pursuing substantive personal consent to guarantee individual autonomy.
However, due to cognitive state of data subjects, institutional structural constraints of
decision-making, and relational attributes of information flow, the possibility for data subjects to
give substantive consent is small. There is discrepancy between institutional goal and reality.
Formalized consent rules derive unexpected functions, including serving as safe harbor for
information processing activities, mouthpiece for information regulation, and cradle for nuturing
digital trust. The functions and advantages of fomalized consent rules indicate that there is no need
to abolish consent rules. The transformation of consent rules requires abandoning substantive

consent and re-understanding and reconstructing consent rules around formalized consent. Specific
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normative suggestions include: transforming consent rules into a prerequisite procedure that
information processing activities must undergo; shifting the regulatory focus of consent rules to
protecting data subjects’ substantive non-consent decisions; and distinguishing between the ex-ante
and ex-post aspects of consent rules.

Keywords: Formalized Consent Rules; Personal Information Processing; Substantive

Non-consent Decisions; Digital Trust
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