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On the “General Knowledge” Standard for Indirect Copyright
Infringement Liability of Internet Service Providers and
Its Applications

ZHANG Yu

Abstract: “General knowledge” does not directly equate to the subjective fault of Internet
Service Providers (ISPs), but rather serves as a condition triggering a higher duty of care. When
under a state of “general knowledge”, ISPs should take reasonable measures to control the
consequences of infringement. Failure to fulfill this duty of care constitutes subjective fault. The
“general knowledge” standard restores the indirect infringement rule centered on the duty of care,
thereby rebalancing the interests of the copyright industry and the internet industry, which

demonstrates its reasonableness. Imposing passive and specific monitoring obligations on ISPs
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does not violate the principle of exemption from general monitoring obligations and remains
technically feasible. Specifically, three typical types of ISPs, short-video platforms, search engines,
and cloud storage services, should bear the duty of care to implement measures such as keyword
filtering, website blocking, sharing disabling, rapid takedown, and user sanctions upon receiving
specific or general notices containing identified copyrighted work information from judicial
authorities, administrative agencies, or rights holders.

Keywords: Indirect Copyright Infringement; General Knowledge; Duty of Care; Filtering
Obligations
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